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Name of company covered by this certification: Mobilephone of Humboldt, Inc.
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Name of signatory: Rick Blanchard

Title of signatory: President

I, Rick Blanchard, certify that I am an officer of the company named above, and acting as an

agent of the company, that I have personal knowledge that the company has established

operating procedures that are adequate to ensure compliance with the Commission's CPNI rules.

See 47 C.F.R. S: 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's

procedures ensure that the company is in compliance with the requirements set forth in section

64.2001 et seq. of the Commission's rules. (See Attached)

The company has not taken any actions (proceedings instituted or petitions filed by a company at

either state commissions, the court system, or at the Commission against data brokers) against

data brokers in the past year. Companies must report on any information that they have with

respect to the processes pretexters are using to attempt to access CPNI , and what steps

companies are taking to protect CPNI.

The company has not received any customer complaints in the past year concerning the

unauthorized release of CPNI (number of customer complaints a company has received related

to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category or

complaint, e.g., instances of improper access by employees, instances of improper disclosure to

individuals not authorized to receive the information, or instances of improper access to online

information by individuals not authorized to view the information).
----- .----......

Signed 1::--~---""""



MOnJLEPHONE OF miMBOLDT. INC.

S IATEMENl EXPLAINlNG HOW TilE COMPANY'S OPFRHING
PR()(:ElmRtiS ENSIJRE COYIPUANlT WITH HIE FCC'S Cl'NI Rl'U:S

I. CustOltl(~T Propciril:ll":'t NehHlrk information c'CPNr'j

CP,\ll"; dcfjnd in Sl.'C:j;'1l 222(f, nl 'l1e ('ununnnkJtiolis- ,\q ,lS (A) i,,(onumion l~nl

rd3H~" IU tflt: '}jd;,tit~. 1elhniL:,11 <.-'onfiI:PJrilliofl. (~lK. dC~iinath.m. :mJ mn,1t;1ll oj' u\e ""
el, teJe;.;;)n;m:!!1k';,rjur~ ~(~n,l-':(' Sllt'-.;;crib,-,·(j W h~ ,my C,hVl;ncr of ~ It'lecon;mun'catiofi;;
l',lIner, <\,),j LbJl i" rnadt' ,\\aitabk ,d the c:,IT:t.'r hv rile ClIH(.iTOt'J' ~okh hy vin\\,,' of

Ult CJrnl'T-ClI'iiipf:1':r rciaiiotlSbip; ftlllllB 1inronnali~'n (;onnuncd Ell Lh<.~ hllls'pt"rtaminr
Li tdepb\l'll;' {'X(JtillF!C ~.·l'\jcr: elf re1eph"nc Inll :-iC1YKC n:ceivcd p;. 11 CU:-'T."jll/Cf of II

'''Inier iev'(:'pt Itlat ePNI (Ie);:':- not hldllde suhv'ri!1e! ihl JllformHflUll)

Gencran), CPNI indud<i per~,'n;lj m['.:,Tm;t{lon rcg,uGil1¥ a L"OnSUllWr', uS(' (,f hili Of
rWf tekcnnm:unio:.:aiit:ll~ ~(;rviCl:'" ePNI ~nC\lt11.r;)sse:; inh)rmah;~~l "uch a:< <oj the'
fc;q")IJ()[)~ ni.,1)\\:lt:r" calk:,j by :l CT'lhIHllcr: 'h, ItJc lc:kp!1c>n<: r;urnh~·r.,: c;;lilinS il

('LllitplTlo:r c! the Lme, i(}(':itj',lfl 1:lnd dUfml\J(l (if a (OlbuHwr\ ,JlltboUllJ ant! inhuund
rhom' ,~aJb, n.nd {al rhi.' felL, ...\)mll!'_t:li{~a(iGll'" colld lnformatJ'Jr1 !l.erVKl') rurch;j~'1! b~' l!

const!mer rlw only ('P\l gem~rHlcd Iw lb~~ (\'mpJny b lhL' te!t;COUUlll.JJ1!-::'alIl.)n::" ~ind

inf< 'I mal ::~n ;,crvlC(,' purchasu.l b) a i..~,.'tlS'IJT\Cr

Call dl'(;lil ml\Olm:H!Ull (:Jbo known ,H "call n:.CiW(i:."j i" .j ';;ltegill") ul CPNllbnll~

par!JL Ilbr!) !ol;,."n"ithe from J privacy '!'1Jldpoil1l (~:\J !haL is .,'ught by pretexte:....
!;:Kb.~n, amI ('Ilwr tmiiUthorjl.l'li <'::nl'iik~ tor iH~g::timare purpo"c:-.. eli] IN'll] illdlldc:<.
~my lnfnrmathlT1 I[U~ pt'lt.J~n" j;; the ,rafbmi\c.I(]ll ()f 1, ":P'",~cirj;: l.dt'phdne ":111.
(lldudin:; till' lllH!,ber called (C.Jr nutb~nlfld ca]] .. ), ttl.:.- 'lUmref frnm whJL'h the can wa.:
pl;-\,:~(l (fUf ir.bmmd ~,:,a:-,), aDd :be (!aic, lime_I,~c<itJon)1\d.'or dUr:Hl,)Jj ~}flhe cd i (f';lr

:II; ,';\11;.). Ill\: Cni!1pall~ d(,~> not g,'!ltlJrC 1i!'1} 'elil ddait inI0nnali,)rL

11. (,S(~ and lHsdosurt' of CliNt hi R.'slrit'tt"d

111\~ Company f\'cc'::,tni I:e":' ltUtt CP;,\ r 'flc!ndt·" Irfurm.J[iOr, (har is 1)('r.~0nal ,Hid
i;ldi\:i(1ldl~ hk~ntill'lblc. :mil tb:li priV:lCy ...'i''1(;tl'n.., !l~l\l' It'd C"ngn;s,', ;Jnd tlw FCC [;,J

imyl('o.,: n.;~\rt\.'ll(\j';~ upon It:-, LbC and dli,d·lSUI\·, ;:nd upon ihe provifjL\11 of a(x~(';,,"> [(j 11
hy llldi:·idtuh ur ('!Hllg>,<, inshk ,-md UUI",~Jt' the C')'1IPll:1\'

TlJe Corrpdny !l:i,"> dt'lil!![la:('d a C'PNI Cnmr!iancc ornCCI '.-Ihn [,~ n~:,p(III:;ltJk~ !'[)r: {i I
eOfIul\llT1ka!in~ .... lth th' Cornp;·w}'" at~olTJey~ r~gurdJng CPNI re.';p''I1"ih:litic">.
rcqJjil~>mcn~" ,'wd 1'C\Ir;dinlb~ I~.) ~'-lper'l~inr th~~ l:rrun~ng of any C\llI\pany l'il1ployc('~

~nd a!l~~r:h \\110 \'}>,~~ ')r h(jh~ <teet'iS lD ePN\: (3) sllp~~rl'jsillg the tiS,', di:..cJl)~'-Ji"C,

dj,>lr!b~It:,ln i.Jl' <\l,:('::" tt) :lw COnJp<lrry'" CPNI b;. !pj"".penit~1ll cnutIJ:\'l(S and jOlnl

v..~ntUL· pJnner,,~ l.A:' rn:tinr;tlrull:,! ll~C()IJ;.. r.:rarding lh.: H'<,' of ('PNI in :lny ;n~lr'k¢ting

;:,!mpulgr::. Int' CGI11P:l:lJ Hughl ({Hl(hiC, in the f(ifllf(, (j[ IJ,\~ 0<llld(;c~(~d HOl'e fnr ,-OrHl'
l!JlJl;:;" and (5) Hxdvlllf!, rt\":twinf: :ill,l resohiEt! qIK'iu,m" llr IS:-,Lh>, /1'~:;jrdmg u~\:,

..b:jd()5'lJ:~', dislribuli')D or pro'd~I(~:J of Jt'r.:::.~ W CP!\l.



Cn;r'r.l.n.y ('lJlpJoyt'..:'~ .1-11(1 ag..:'~t.~ :hat may dl'[lJ with CPNI have ~ecn iu(,1nn\.'J (hil~

thcre afe "tJ!:'>lilntJ.d I'e~kr.d re:.lnClloos l1pun ePNl usc, dislnbuti\)lJ Hue! Jc.::-ess, In
onjer TO rl' authc,rilt"d rli II.,;:' ,)J' nc,'L'''~ llw Cumpany \; CPNI, employee:. and agcIlb

mus~ r;:\:I.':~\-I.:.' tr::linin~ wl\11 I'~Spcd tl1 th ,'(xpiremCnis of S(~c~;on 222 "f [he
Communiult!O!lS Ad and ltlC FC('~ CPNI Ru!e& (Subpar: U of Pan 64 of lhe HX'
RiJ!t>;,.).

If ;ill agctl!, 1fldl~pt'ndl'nl CU\lll;JClOr or jOlnl W"lll.ure pilrlmT ever reo::jVCS of hallowed
1,1 ~l(\:es~ '11' the rhc (\mm;ll1y '1\ CPN L the :IRen( <;. if1d(~;:x'nd ....nl (~ofltr:K{l)r\G: .,(;i:ll
velllun: puriller', ;l~!ret'nKn[ Wla: tbe Company rulh1 con1ain pw\i",:,ms ,l)f the
(01llpallY ilnd the agent. ir:depende,ni cl'n,racIJr ln' jGim veniurc parmer must ~~iH.er

lnt(, ;H\ add\t(qml umf;\kmiahfy :.;.~n~{'n\t'\lt whid'l l'w"idl'::',' th,\\: la, ihe 3gtlll.

inJr;'pendelJl cnnlJJctol ;;1' joint. \.eniw'(' partr:Cl may u,oc- the erN1 (\nly for the
pmpnSl.' {('f whk'!l rhe CPSI hilS- h'..'fj pro\lJlc,L (i-,] lhe J,[cnt, iudcl'cmkm C<)!Hl,lCWr
«f wim wntul? rart!'t~t muy ~lO1 ,hs.cb..e '-)( dls\nbuk till' CPSi til, l>l aile)'.\-' ilCC~\~ to
the CPNI by. any c·ther pan}' (lJnlL',~il tt\C ;)$(:lU, l!l(kpendent ~:\jlllractur UT J,mH
.. ef.Lm: p,u1l1er Ii ~·.\.pl'cs,",l} and ..,cx'cifica:ly requHNI lO ,h) so b: .; Cillll1 droor); J.I1J
(;.' , !he '1~"('P.t, jlH1l'Tl(~l1d,'nl COlllr;l\:iOr (Jr jnilil 'l.e:O[uu panner InUSI implcrn.'nt
apprupriak' and i;]X'.cific .;;aleguarJs acc~prahk Ii' the Company to cnsme the
n~~{;Jen(idHY oj (h.. n':lmp:w) ~~ ('f1Nl

[ll, J'rolt-.diou ofCPNI

The COI'lpany may, aftel n~cej\- ing an 'ipprorl'i:,1t..~ \Hint:ll reqllcsi fJ\lm ;j CHM.,JIl1Cr.
Jb~:k1i>( \:" [lJ'uv\,k the ::li~IOrtli.:'('" CPNI 10 'he CU,%lITlL'r by ......ndin~~ it t·, [he
cH..l:~ma'~ J.{~dl~'~." PI n:rurJ. An~ :lliJ ;111 ::lIch .'~bwnk'r r~quL'.~b: (1) mlHrI fit: THCiJe

m wrilinz: (2) must imJi.H.k !:hv CU';hJIl~r'::> ,--\'rtV";[ hi1lilHr name and addn:,"'i> and
k'(ThOllt: .'Hunl">t".· II) I1lU~1 ;,pccify t~xdl"lly whAt lyf\'..' Of'~t'.T)C;o. l)( CPNI ltlll~l he

,Jl..LI\l,,,",,J .ll pruvldeoJ: t,ll H)Uq ~T,~;;,a'y rh(~ tlm~'i'\;:-noij f.)[ whh:h Iht' CPNI nJli"t he

Ji; ckv,,-'d ('j pruvirtcd: and ('ij mu-:r b", >;lgned by thr: cush\mer.

2. T1K (\'mplllly ",)1 rr\lvid.:: a ,--t1"'I()m~:I'o, Cl'Nl ll) d ~ ... \" l:nfllIi:emenl jgcn,'y in
aCI.>;~'(hH,!;X' with appjicai'k lcgai n~q\lj["em,-'n[5

3, The O'lnp,my dues lIt>! bn'-',~ :t!l.'r call Lit,tall mt'nrHWUnll, dnd theJdoll' has nl)j

co(kx;ted :my ~'I\jllln1t1 pa:>"' ..... onls :lnd/C>J '"~hared ~e(:Ttt" 4ue),tJon-aT,~·.ver

~'()mhJi;ui,.-.rb t"wm ,tlly i~1 lb nl:';lOrrlC:;~ :n i.rJl'l to i1l1lhCl]ii",·;tw Iht' i.dl~l11iIY of
ctb!On1trs r;''que-s.trJ1~ call demit inr·ormn11l1!l c\'el' :!11' [dcphoni.>.

-{ Cnmp,my rlr:pkty0e-S CluihentL'ine all tek~[Jhi)ne- n~qllt;~f\ for ePN] ,-,J{bt'( 13) hy
bend !h~ rL'que;,;t.ed lJJfOnTmlll)1] to the cW-;t(,)Jn02r·" PI)SU! or dt"Cltoni,-, "addjv~<; of
rl'X'{,rd" ''><''~ (h~rir,i\ti)n ah,j\'t'.):"' ,'I" (b\ hy C'3.t\ Itw qhh'I~){'r pad:. \\t {tit' ":U$h'ITl1.'('

"[c;cph(lIlc Il\lml){'l uf Il'<"llld" \ Sl't' dctllli1ion abo'...' I wIth the reqlle~k'd mfo,maliOfi

:'. 1111.: CmlpilllY ha~ cli10Pkd 'J p;;[iCY lJ";al it (h,-." unl :lnJ \.1,'1;) nul U'>C. ;.lisch\sc or

pcrmH llC\:ts" iU CPNI by ,HI Dft1liak'.

(, ",",'her. "l) eJ<:i;',{!J;g CU"I,)rner (·alh t!J;,' t'nmritli) l,: 'r:QlJ1rl" ah\jUI ,.1 order nt: ... ,

dddllhmai or muddlcd ~cnk.:~ (j[l~bOlLt1d ma~kdmgL tllt Ct\mr;UlY may ;l..;e die



i:lfstonkT'~ CPN! ,,(her Lhan .-;jlj delad CPNI to a.,;;i,~l :hi.: ,'Il:-,I(,nll:~f f()I l[k' ,:unlflUn 0:

the ,;U\lnmcr"" caH if t1\(' Company pn, ... idc,,> (he l'u"wmCf wirh lhc ~)ral lWlice
required hy St'Ctlun:~ 642008(C\ ,md 642008(1) (If 11K FCC'" Rule'.> and afln the
Comp;ln~ all[hentinH~ .... [he '-'U${Oll1l~r

'c. Th~ CmnpiJ.IIY ha~ adupled a pu\i,:} thai it I,](J<:~ nl.,lr and will nur u ....c. disdo,c, \)f

pewlIt UCC6S ttl (:PSI in conn':i.AlOn with ('~lmpany-ifUliat('dmarketing \11' ~\~rvke,,, to

...... ht,:b a (:U>;!()Jlll~r dt,t's !1i1l alret\dy ,ul">;"Tilx' from llw Company llJllt·}-.(;Wld

Innrkcullj! i

8. The Company' .... <:1I1pJOyl:CS .md I">illing itgen:, m:l)' Ui'oi." CPNI :0 1f1lliatt" render,
('>ill and ,:~)lkCl T"f tt')t'CnHllnlHlk',II{OnS servi,"(',:" Th,' Company n1:l~. (ibtain
wl,iunalion fn)!Tt ne\-l.- N e~l$t;ng CU$Wn\\'I" lhat may ~il1\SlilUlt' ePNJ <1", fari of
;Lpplkatil)!)-o, or rcqlk'-sb fin nnv. "-!Jditlon;,l or mudificd _SCl"Vlt:l.'i, and its t'mploy~e ...
and agen\:> :11;J)' uS(' $uch ClJ"l;~mCI' infnnmlli.dll (without fUrlh{~r customer apPf0va!\ 11)
inillatt.' anJ. provide the ~rVlr.::cs Lll-;cwi:o,:C'. the C<,)mran;,-"~ emrl()}ce~ and hi!brg
t1j;:('Tlb [old)' u!>e ;;':U\I\'lTk.'r il~f\.' ice and ullJng record\ (w\thout cu;,:h)rner appro,,::i1L (it)

to "'in t:USlOml:%:'> flw '>l;'l".. iO':1io rendered to them: ih) ro in..-c;;:ll¥,ult: and res-I)"',!;, di;;pUh':S

wilt (u~INTl.CrS regarding (hell' hilt1\'; and tl' ~tl PUf5UC- kg:"!I, arbitratiofL ill 0(n.Cl

pnx:eSM':~ 10 ("(lHc,;:! late (if unplh-' bill .. hun dJ...tilm,~r".

l) Thc C;;mpany'\ t'mpji\ycl~~ and a.f,:n!~ Oldy [j')(' CPNI wilhollt cU~lnnll.·r approval
It' prlla-'" (lk (omraJl~.~ right:- or PfU~rty, ,me! to prol~'Lt u\cr~ and other carrier"
fr(Jm f1i1uduknl. abu~l\'e (,\ iHl~gillllse \if (PI ~ulhetjption lr-.;, 11;<.: r('kcommuni'::1h\lfi~
s,~n'ILi~ fr(lrr. which tht' ep)'.;1 i~ derived, Btl'Ull\t' allt'galion,~ and investigal1on;-. oj
[uud. abu,"t' :wd ilk.~glt! usc ('(Institute vcry ~i;;n~iiln' IlmIters. any a(ct~SS-, usc,
dl"'.:IG~un:· or (,1JstritmUnn nt' CPNI pW'Uill1l ie ihn, St'ctlon lT4Ll~! h!." expressly
,lprr0V\~din l\d ...anc{~ and 'n ",riting by lh~ C:i}mpany':- (]'Nt (\jmphan,,:l' OfficCI

\0 The Cornr.my>;, ..:mploycc:, :J~yJ][", indepo.:r1delll cumrac;flll>; '.Illd pint v~nUJ:t'

ranIl~~n, m{IY NOT use CPNi fI,1 tden:ify or !ra~'k -.:usLmnCTS whc) havc m.adc (:3L1:-. iP.
[))" :"c,,:clvcd ca1t~ (r\)nl, compt'llJlg L',\rrj(~r-.. Nor may ihe Cornpaoy';, t:rr)p!oyt~es"

If!cT:h lJ1depcn~1em CUW,["".:t(:(OfS (Ii' jO:Hr lit'l1tLlre partm'l' u~,' or di~c!o;;l: CPNI for
per~onaj f\~::h('l)S; or prof!!

11, C0fi.)p"ny poh\'y l1iJndiite,:- !h,1t I"ik> cOlltawing CPNJ t-.:: rrl<'l11il;\'ll~',d In :l sc.:ure
mall[\l':'T SUdl thaI ri1t'y C;11l1l0L be ll~e-d, a(\.:..~" .....~J, djs:clu~",J l){" dblribll1cJ by
lI11~I~{hol"!l,L'd j[1dl\,idll~l\'" (It' In an nnauthc,nlcd JI1<l)WeL

l:L Pa~,'r ~il,'., ::lJtlt<ilHmg f:P~f ;-ire- kepi in "'.xure area.", and 1~IHY (JO! lx' u;-;..:'il.
rcrnovccL ,n l:ulw::d J[) all L.rliiultwrll.:d l1dntlN

I,;, CnnpH:y ~mpJ(\}el':s, agent:;, iTldl:p.::udcnl contractor:, and ic,mt venturi." p<l!WNS
art~ h:qtHred to rwtiiy Iht' CP:\: Compliallre Officer of ~il>' ac(;e",,, OJ \t'l'urhy
pr<)b!ems. U1l'~ t'n,'oumcr ,>-vlIh rt· ...w~C\ 10 file~ c'll\taining CPNI

]4 ,.\ftl.:'- [>t~t:l:rnber )/. ..2'liJ7, th~~ C\imfuny will [1\):lly LIIstomerj- imm{,~dlilldy <)1

~eI131l: ~'ll;Ul!!t$ in thcll JeC,)LUll\ ltJ;.il rnay ailed rlivacy or ;,,(".cumy matters



L Th~' :ype:. OI ....Mll,l!'t>i lbJl rc:quirt' UllrllCtll'-l[t' n,l\lfil':ltinn include: (a) change or

reqllt.-:r 1'or rhangt', of tht' i..::J:'ilOml"'" pa~swiXd: (hll:hang:e or request for change
df rh,' n;:>I;\flll~r'~ ,hJdn~", .:of rt:~·df(.L (t:1 dl;,nf.'t· (II n.'qlle:.;[ for ;:hnnge of ;lny

"lfnl(i~':ml i.'\t'Hk'nt ill' lho:· ':USl{HTler'~ ,ndlllt' ;lC'.'UUnc: <111..1 (d) a change or request

f,'c] .:h;\);,,~t' 1<1 Ih~' l'Ul\'.()Il',ero~ ft:"p<..lIl:''':'' \~I!h n~"pcct :<, Lhe lmdvup Olt':Jlb nl
aaIJl\'f\I\i.;\lim; 1"1 ::,.,1 ur lorJtltIcr. P'-l~sv."lj).

l~ T1k' il01iVt' n,Jy hi; D'Dvl(kd by ;'IJ.I Cdmpan:- ...':tll ur v\JK~m:Jil 1(1 l'I1C
,:t1"Wl1'l:.'r ... It'a~VIl;)IlI,' Iillmhcr 'oJl nx.''.'rd: ttll .1 C(lmpar.y text m('.;.,:-;a~e 10 lhe

Ctht~)r1l':l'~ 'Il'k'phO!lc !lumber ur record: ill' I,' ;\ \1101111":11 notice mailed 10 Ule

rU:;(i:[l-;,:"'·". ;hitlf'.~\ .. i,f rec::,,j (Ii' ttlL" ("iJ~lllmc(" pri\lf ".i,irt':..'- ~)f rccnnl if the
~'h,m;':f lJ~,:iutl\c~ J change ill thl.: Uhl\)m~r'<, O1d,ht's~ nl fC":Of,1!

.. 1'.1'", °1l.llll''': mu~t llitntd~, !.I1:!v lht; ,;':l'11elaI1,,'.-IX:- "f dlan!!{' a!ld must Hoi reveal
\1;1' ,-'hallgcd inl::lffll:1lll'11

L<:·. Sind: Ikn~Il~!":J' R, 20()7. (he Cnmpany mu.\o! pro"ide an initial nOlice 10 law
cll!l,rcemL-r,l"nd;l suhtol"qucl1t l10tice tI; the clhtnme-.r if a -;ecllrlcy breach resnlJ:.. HI the
dl~dl)';un: of the custGmcr\ CI'NI to ~\ third party wl1ho-ut lhl~ CUS\()lTll:'r's

aUlhurilatltlll,

~L .\) ~O(in liS f)f'iiCricabk (and lJl no l"H~nt more than ;;even (7) day~} after l:ll'
Company dl'iC()Vt~r" [hat a per"nn (without aUlhor!zatmn or exc~~e(lilll:

.:wthofiD.!tltm) h,lS illl.Cni:lrmaHy ?aint'(! <Ieee",:': to, used m disdm;t.-'-d CPNI, we­
Company must Pl\) \. id:,;- o;;jeCLn:JnJc l1l!tilkatlOI1 of ,,-uch breach 10 the Umwd Stll[e~

Secret S~rvice and 10 [he r\~derJ,1 Hur(~all nf lnve~tigllli(jn \,j.'l a ce[lIrJ,1 repnrring
faciliiy acce,-i;t~d throIJgJ1 " link mainl3int~d hy lhG FCC at
!Lt.rn,:cy',,~~\L1j,;i:.c.gL\j!;:'!]!.~,[::!}l.

16. SinCi:' Dcc(~mbt~r lS. 2(X>7, the Company W1U pnYiiue customer~ wilh niXeS::. [0
ePNI at IC,,- rClUil locatin!lS Ii tile ,'!JSlnmer pksents il valid phOh' ID and thl' '"did
phon, ID malche~ the name on the an'OLUlI

17_SIlK(~ De,x~mbcr k, 2C'07. rill;' (,'nmpany takes rClI~ooilhlc m0,!Sllre~ hl discover and
prrJl\'Cl aga,IlSl anl\:it)' [hIlt 1';; indic;1[ll'G \11 pfek~~IUl!? induding reqmring Comp,my
t,mr1o)'ce;. ag.eI1t~, mdcpt'llocnt Cl.lnlrClClor.s and joint "~n[\lrc partner;; l.l) nmify the
CPNI Complianct~ ()ffjn~r immediaTely b~ voict:. "olceul:iil or t~majl nf: [a) ,my
:;;l;~picl,-lUS or lHlU:;,!d caB r~quesli(1g H cu;.,[(!m:;~r"~ call d(~tail mt'ixm3tioll ('I' \llber
erN I (mdudmg ii I.:all ,Vht'l"(' Lhe caller furnJshes an HlOXH'f'l pas<~wnrd 01' il1l'(11'1'0l't
answer (l) nne or both ()f the ".;han..'d ,;;ecrd' questl\irHlUs,wer .;nmhJnation:.)~ ih) any
sll~pidous m unusual aill.~mp( by all individual 10 changt' a l'UqnmCI":'i password or
accoum inl<mnation (indudlrlg providing- iU:J.dequilte or inappropriale idemificattol1
or inC(I!Tt-C.[ "addles .. l'l' rccord:' "leJeph<)n~ number of record" or other :-.igntficanl
,...en Je::- mfurmation r fe, ,mv anu all dIscovered ;nslancc:; wbere al:ct:s~ to the
C1Ulpany',,, ekdrP!lJ;; file:» 0; dJlabase" con[aiITjn~: pa$"wprds ,)r ePN! wa".. denit>J

(1Ut~ ill ttl.; provlSlOll of LllC('rrc,;t]ogms (}m(/qr p:.lS.'i\"'Jrds: Jnd (d) flny c;lmpla:nt t1Yn
;;:ll~L()mt'r of unautJwrilcd or inappropnate ust' ;::1' di"'c!ly:;urc of hi.;, (Ir her ePNI Tt1(~

CP~' Compliai1I.'I..' OffK:("r will request illn!ler infol'mali'.!1\ in 'JI.Tltlll~. <lid iuv;:srig,lk



or i>U[)('FISe the jnv~~li~J.lhn ',if. any ll1udenr or group ni' mdJenls thal rea~nnilbly

appc;lr [0 entail pn'I~';;:II'lF~

iV. CPNI Compliance Otllt,t'1'

In additiOn to the :;peLlfl~ maltCb IL'quJreJ k he rc\ leWeJ and Jppnweu h~ Wi;;'

Company':, ePN r Cl)IJipJifJiKI.' Offir,,'l, l'~lipl,)yC'l'~ <lIld agL."rlt.:;, indt'pt."lld(,111
contraelt)t$ and jOlln venlllfi~ partner" ;\It" "1rI)rJ~!\ l'l]l'<llll'J .... c:d 11) \'rir.~ ~HlY <lnd ~Il

Oll1l;.'I' que!'>lIOlh, iSSlles or lIn...:ena11l1k', rt.'g.ardiag the usc. disclt',~ure. ,IT aCtYs." III
CPNI w [be attcmJon of lh' f\llnpilllY'. C'PNl {'Oll1p!iil/lCr nfl'kr:f j'pr appropri;He
invesligtltiol1, reVli;;'W and guidancr: The ex[{~nl 1(1 whIch :l ranirulM C"mplr>yce l~l

ageHI broughl 11 ePNI maltt:r 1(,0 lht: :wl'f\[ion I,f the CPNI r:nmpIiJII<:\' nrfi.o.:l~r and
n'cei\-ed ;lpprnprJal.l~ gmdarh:c 1~ :l 11\<ilCnal ctm.,ideraUon In any lh~r;l'l:lla!y ;"I(tiol1
brought against tht' cmpIGye{~ or :I,!!CnI lor imrx'fmh.."ihle IJ~. dJ,,·;~h;qlr(' PI' a;,;ce:,:-, H'

('PNI.

V. DL'lCiplinaTl Pnx~Jures

The' Company ha6 mfonntXl It:-. l'lnployl'l:" <:tnd 'l:!l.'ob, rnJ':I'l'.'nJcm ..:ontra"((T.. and
joint \-cmme partners. t!l;H it (Illlsllll'r" ('lJnplrilnce wl1h t}l~~ n)lmnunic\rIOll~ Au :lfld
r:rr Ruk~ reganiing the U~:, ,Jt"ch)~l;ri.', ,rnd ;;c('e:- ... 10 CPNllII he \,t'ry lLTlrX,rLIll[

Viu\arion hy Comp;my empk,y....c" ur iig<.'lih (i! such epN! n:quir.:rm'nh \\-ill k.1J i')

disciplinary ..lct/on nndUlfHl~ n~m(.'di:.jII!':Hr)ini?, !'('rrim<.lnJs, unL.l\urabl.. pL::l1tlrtllanc..,

revu;\V!t, prnnallon, anti knIllililtjU1i" Jerx:'lld1f\~ upl'n rlle ,:irclH:lsWrll:(';; ('\' tht~

'>'1(11alion ;including [he -.c\'l~,jty d th.: ~'I~'1a[;,'!1, \\.'h~·[hC'; lh.t' Ir'lo!al:m'..... ;r) ,t ('hI

[tme 01' n;[lt'~al violation, whetht:l ;lJlpr'lrrr:l!e glHtI:Hh~t' W3::' ";'Ol/flt\! (II !·t.:".:\'ivel1 [rum
111t~ CPNl Comphalh~e (lrlkl'L ;j[~J tlil· c\.l.:nl W ....·(lid: thr ~·i()LH1'~i1 '.... ;J:-- ,,'I W,b, n,y
(k!Jberal<.' or mahdm.li!;

Vlcldllon by COmpllJl: mdrl'endrnr n~[;tr;I~'I~)~., (~,' .l'lim h'~lU(l' pMUI(~r~ ()f ~lIC~l

CPNI re.q[jiremem~ will It''IJ l() prt'll1PI Ji-;.cir.[H1d.r~ :'h:tipn \up ", and mdLtJing
n~Jl]cdwllra[Iling ano 1('nllm;lli,~~1 1'1' ltl.~ conrrll,'!)
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